Spy VS, Spy
A modern erudy of mic bugs

operation a nd detection
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Audio eovesdropping s a threat

BEIJING - Dissident Chinese artist Ai Weiwei has posted photos on his Instagram
account that suggest listening devices were planted in his Beijing studio.



A brief tour Jrhrough the
ast century FM mic bugs




The Thing




Mic Technology Advances

From lasers in the air to malware

FINFISHER SPYWARE [IESCESCr

Suspected Government Users In 2015




Try all the Mics!



Comporison

Device Type Frequency | Range Battery Price
MicroSpy | Mic Bug 102MHz 500m Ov battery 15 USD
F-908 Mic Bug 113.5MHz | 500m Ov battery 33 USD
EAR-1 Mic Bug 102.2MHz | 500m Ov battery 18 USD
powrer | B2 | 864MHz | 800m 3x AAA | 65 USD
.. GSM bug : 3.7V
MiniA8 EU GSM worldwide | S00mAh 9.29 USD
/tracker Iii
i-ion
MicroSpy F-908 Beurer BY MiniAS8
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Lis+ening Experimerﬁs

NO HQQCI ]COI’ a van in {ronjr O]C your |’]OUS€



Lierenmg Experimerﬁs

Mic Bug | Receiver Distance | Quality | Target
Location | Location
T R 0.30Km 4/5 20cm from mic bug
T Ry 0.32Km | 4/5 20cm from mic bug
T R4 0.29Km | 3/5 20cm from mic bug
T R4 0.23Km 4/5 20cm from mic bug
T R 0.14Km | 5/5 20cm from mic bug
T, Rg 0.07Km | 5/5 20cm from mic bug
T Ry 0.18Km 5/5 20cm from mic bug
T Rg 0.31Km 3/5 20cm from mic bug
Ty Rq 0.30Km | 5/5 20cm from mic bug
T R10=T1 15m 5/5 Sm from mic bug

Most mics have a lower bo’r’rery autonomy than advertised



(Geolocation Remarks

o Attackers need to be close

» Good for you, filters your attackers

300

ajele

for them, Jrhey need to be close

for you, Jrhey are close

. Nobody can he\p from the Internet

- BCJCI ]COF you



Comparison with Malware

. A successful malware infection is not

guoron+eeo|

. \/]O‘WOFQ ‘QO\/QS Traces. OH’]QI’S can

find the attack.

o Peop\e from the Internet can he\p

with Malware



Compa rison with non

commercial

. Battery vs. electricity
. [ ransmit vs. storage
« One-time conversation vs. all the time

« One time access vs. continuous access



Contact o company if you are

Talke \h(e—Jrhreoﬂrenmg situation



SQ‘OmQHd ra

SDR-based, free software detection

and location of hidden microphones

h’r’rps://gi’rhu b.com/eldraco/Salamandra



USB SDR device

= W4+EYA+L-8A0

s

DVB-T+DAB+FM



Normal FM Radio Station
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Mic FQO8

113.180 000 mHz
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e [rained thresholds with 85 experiments

Detection

—eature

e Fixed the thresholds for the best detection

Thl | Th2 FM1 | FPR | Acc | Prec | TPR | FP| TP| FN| TN
15 2 0.551| O 067 | 038 | 038 | O | 16| 26| 37
153 | 2 0.5 0 0.645| 0333 0333| 0 | 14 | 28| 37
13 3 0472 0 0.632| 0.309| 0309 0 | 13| 29| 37
15 1 0.676| 0.02 | 0.734| 0.523| 0.523| 1 | 22| 20| 36
10 5 0.436| 0.02 | 0.607| 0.285| 0.285| 1 12| 30| 36
108 | 3 053 | 0.05 | 0.645| 038 | 038 | 2 | 16| 26| 35
Ghost - 0.727| 0.08 | 0.756| 0.888| 0.651| 3 | 24| 15| 32
7 3 0.714| 0.08 | 0.746| 0.595| 0.595| 3 | 25| 17| 34
10 2 0.704| 0.108 | 0.734| 0.595| 0.595| 4 | 25| 17| 33
10.8 | 1 0.735| 0.114| 0.756| 0.862| 0.641| 4 | 25| 14| 31




| ocation Feature

DateTime (Amount of peaks) [Top Freq Detected MHz] Histogram
2017-08-23 :43:05 ( 34) [113.89]:
2017-08-23 18:43:05 ( 37) [113.89]:
2017-08-23 :43:05 ( 44) [113.89]:
2017-08-23 18:43:05 ( 36) [113.89]:
2017-08-23 :43:05 ( 42) [113.89]:
2017-08-23 :43:05 ( 36) [113.89]:
2017-08-23 :43:05 ( 36) [112.59]:
2017-08-23 143:05 ( 40) [113.89]:
2017-08-23 :43:05 ( 32) [113.89]:
2017-08-23 :43:05 ( 36) [113.89]:
2017-08-23 :43:05 ( 37) [112.59]:
2017-08-23 143:05 ( 40) [113.89]:
2017-08-23 :43:05 ( 33) [112.59]:
2017-08-23 18:43:05 ( 36) [113.89]:
2017-08-23 :43:05 ( 41) [113.89]:
2017-08-23 18:43:05 ( 51) [113.89]:
2017-08-23 :43:05 ( 36) [112.59]:
2017-08-23 18:43:05 ( 33) [112.59]:
2017-08-23 :43:05 ( 34) [112.59]:
2017-08-23 :43:05 ( 49) [113.89]:
2017-08-23 :43:05 ( 30) [112.60]:
2017-08-23 18:43:05 ( 30) [112.60]:
2017-08-23 :43:05 ( 35) [112.59]:
2017-08-23 18:43:05 ( 45) [113.89]:
2017-08-23 143: ( 48) [113.89]:
2017-08-23 :43: ( 37) [113.89]:
2017-08-23 143: ( 40) [113.89]:
2017-08-23 :43: ( 45) [113.89]:
2017-08-23 143: ( 39) [113.89]:
2017-08-23 :43: ( 45) [113.89]:
2017-08-23 143: ( 37) [112.60]:
2017-08-23 18:43:05 ( 44) [112.58]:
2017-08-23 143: ( 12) [113.58]: #AaAAaAaass
2017-08-23 :43: C 11) [113.57]: #HEussnanss
2017-08-23 143: 9) [113.56]: #Aaaenss

2017-08-23 143: 9) [113.56]: #usssns

2017-08-23 143: 8) [113.57]: #uanas

2017-08-23 143: 9) [113.56]: #usssns

2017-08-23 143: 8) [113.56]: #uaatas

2017-08-23 143: 9) [113.56]: #usssns

laYalalalalalalalalalalalalalalalalalala

Status: Reading Threshold: 5.0 Sound: False
Press 's' to increase the threshold (less sensitivity), 'S' to decresase the threshold (more sensitivity), 'm' to toggle sound, or 'q' to quit. Current Time: 2017-08-23 18:43:20.193848




Salamandra new features

. Detect and locate microphones

. You can use r’r|_power to recoro
and send the signo\ to others with

So|om0nd ra

. Profile your environment in different

tHmes and compare



Real Life xperiments




~xperiments Me+hodo|ogy

. Seeker goes ouft. Hider hides mic (or not)
. Seeker gets in. Speoks pqsswords. Hider tries to catch

them
. Measure time to detection

. Measure time to location

. Measure recall: (passwords heard / total pdsswords)



Real Life Experiments
Exp. Id | # Mics Hidden | # Mics found TTD TTF
1 1 1 3s 40min
2 1 1 7s 40min
3 1 1 10s 25min
4 1 1 25min -
5 1 1 3min 20min
Exp. Id | Passwords spoken | Passwords listened | Distance of the Hider | Ghost
1 10 10 5m Yes
2 - - 4m Yes
3 16 13 2m Yes
4 10 0 4m No
5 10 5 6m Yes




Real Life Cxperiments
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Real Life xperiments




Experimerﬁs Conclusions

. Hiding is hard

» Power, behavior, know your farget, physicoﬂ access

. Location is hard
o Lis+ening s hard

. Detection is fast (w/Salamandra)

. Music doesn't hide your voice



Conclusions

e Audio eovesdropping is a real threat. Don't be fooled.

e Now you know now it works.

e Now you know how fo protect you rself.

Try SO|OmondrO, find mics.

Advance the field. He|p others.



Questions?

Veronica Valeros Sebastian Garcia
@verovaleros @eldracote

vero.valeros@gmail.com eldraco@gmail.com




