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Persistence wiki

• Persistence is any access, action, or configuration change to a system 
that gives an adversary a persistent presence on that system



Malware paradigm

Be PERSISTENT but
REMAIN HIDDEN



Not for all the 
malwares

• Ransomware

• Any kind of destructoware

• Memory resident malwares



Malware detection

My hypothesis:

A, easier to catch the persistence mechanism than to keep looking for
continously changing hashes or signatures

B, if we catch the persistence mechanism
• we can realize that there is something wrong going on

• we catch the malware itself



So we need a good tool!



Sysinternals

• It was created in 1996 by Mark Russinovich

• Author of Windows Internals books

• Sysinternals utilities to help you manage, troubleshoot and diagnose 
your Windows systems and applications

https://blogs.technet.microsoft.com/markrussinovich/
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Autoruns

Great tool to find some persistence menchanisms in Windows
Part of the Sysinternals tools



Let’s catch some malwares - CrossRAT
(even if the AV ignores it)



Let’s catch some malware -
CrossRAT
(even if the AV ignores it)
Malware with cross platform capability.  

Targets Windows, Linux, and MacOS.

„believed to be developed by, or for, the Dark Caracal 
group”

Written in Java programming language, 

so easy to reverse engineer
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Let’s catch some malware –
PZCHAO
(even if the AV ignores it)
A malware with cryptocurrency miner capabilities 

PZCHAO used by Iron Tiger (Chinees APT according to 
Bitdefender) 

First discovered in South Korea in July 2017. 

Got its name from the pzchao.com subdomains

The remote access trojan component is Gh0stRAT or very 
similar. 

Gh0stRAT used by Lazarous (North Korean APT according 
to Kaspersky experts) 

It was used against military and enterprise networks.



F-15 
Air Combat Plane
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Let’s catch some malware -
kovter
(even if the AV ignores it)
Kovter is a pervasive click-fraud trojan

Newest samples have fileless capability
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Let’s catch some malware - kovter
(even if the AV ignores it)

• "C:\Windows\system32\mshta.exe" 

• "javascript:aJL85q="YhX";Y5J0=new ActiveXObject("WScript.Shell");

• fENk4ww="3nALeOw";

• CIJQ2=Y5J0.RegRead("HKCU\\software\\mymy\\kgmjit");

• CAce7v="g";

• eval(CIJQ2);

• U4IjN="me4mCYsg";



Let’s catch some malware - kovter
(even if the AV ignores it)



How could we utilize Autoruns better?



How could we utilize Autoruns better?

• Great tool BUT needs the user

• Where is the problem usually?



How could it be used in a corporate network?



As usual –
with a handy

tool



Let’s find the odd-one-out!

Example network:

• ~100 PCs

• 3 different hardware generations

• 2 different OSs (Win7 & Win10)

• 4 groups of users (management, office, 
development, support)

• Let’s merge the results!



1. step: sampling

Autorunsc - finds persistence mechanisms offline

autorunsc.exe -a * -nobanner -c  -o autoruns.csv



2. step: collection

Collect the samples from the endpoints.



3. step: merging

• Merged data:

That is the odd-one-out!



Let’s hack the autoruns – easy to hide?

My easiest example: HKCU/Run/default key



Let’s hack the autoruns – easy to hide?

environmental variable trick 1# - %username%.exe



Environmental variable trick 1# - demo



Let’s hack the autoruns – easy to hide?

environmental variable trick 2# - %comspec%.exe



environmental variable trick 2# - demo



Let’s hack the autoruns – easy to hide?

A bit more complex one: ShellExec_RunDll

Rundll32.exe SHELL32.DLL,ShellExec_RunDLL 
\"C:\\demo\Bsides.exe"



Let’s hack the autoruns – easy to hide?

And just one another for bonus: trick or treat?



autoruns trick or treat – demo



Thank you for your kind attention!
Any questions?

Resources:
https://attack.mitre.org/wiki/Persistence

https://docs.microsoft.com/en-us/sysinternals/
https://mobile.twitter.com/hasherezade

http://www.hexacorn.com/blog/
Bitdefender labs / PZCHAO
Kaspersky labs / Gh0stRAT

Lookout / Dark Caracal
https://www.cylance.com/en_us/blog/

https://blogs.technet.microsoft.com/pfesweplat/


